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Abstract- Achieving security is the most important
goal for any digital signature scheme. The security
of RSA, the most widely used signature is based on
the difficulty of factoring of large integers. The
minimum key size required for RSA according to
current technology is 1024 bits which can be
increased with the advancement in technology.
Representation of message in the form of matrix
can reduce the key size and use of Tribonacci
matrices can double the security of RSA. Recently
M. Basu et.al introduced a new coding theory
called Tribonacci coding theory based on
Tribonacci numbers, that are the generalization of
the Fibonacci numbers. In this paper we present a
new and efficient digital signature scheme using
Tribonacci matrices and factoring.
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I. INTRODUCTION

Increased use of Internet and data
communication has increased the problem of
authentication and confidentiality of data.
Digital Signatures [1], [2] are one of the most
important  cryptographic primitives which
provide the path for the solution of these
problems. The concept of digital signatures
was introduced by Diffie and Hellman in 1976.
In a digital signature scheme, the signer uses
private (secret) key to sign the messages and
any one can verify it using signer’s public key.
The security of these signatures is based on the
intractability — of  difficult  mathematical
problems like factorization and DLP. RSA [3]
is the first and widely accepted signature
scheme which is based on the factoring of
integers. The security of RSA is based on large
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prime numbers which are usually 2048
bits long which would correspond to a
decimal digit of 617 digits. Thereafter many
signature schemes have been proposed
by various researchers and almost in all the
schemes the message to be signed is
represented as an integer and their
security is based on the difficulty of
either factoring of integers or discrete
logarithm problem. However, the security
of these schemes is still a problem to be
tackled. Currently, we find many new
schemes [4], [5], [6], [7], [8] designed
by using algebraic structures, linear groups,
non-abelian groups like matrices and
polynomials which are claimed to be more
secure and efficient than the existing
schemes. It is observed that the size of
keys and storage space can be reduced by
representing the plain text message as a matrix
[9], [10],[11] without compromising the
security. In [12] Bani et.al proposed a new
kind of digital signature scheme using
golden matrices which is a fast signature
and can be used for protection of digital
signals. Recently M. Basu et al. [13]
introduced a new coding theory
called Tribonacci coding theory based on
Tribonacci  matrices that are the
generalization of Fibonacci  numbers.
They found that the correct ability of
their method exceeds the correct ability of
Fibonacci numbers and all well-known
correcting codes. Motivated by this we
propose a digital signature scheme based
on Tribonacci matrices and factoring.
Representation of a message in the form of
matrix reduces the key size and use of
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Tribonacci matrices adds to the security to
the algorithm.

The rest of the paper is organized as follows.
In Section 2 we briefly describe the basic
concepts of Tribonacci numbers and
Tribonacci matrix and their properties along
with some theorems without proof (one may
refer to [13] for details). In Section 3 we
propose the new digital signature scheme
followed by a simple example in Section 4.
Section 5 explains the performance evaluation
of the proposed scheme and finally the paper is
concluded in Section 5.

Il. TRIBONACCI NUMBERS AND
TRIBONACCI MATRIX

The well-known Fibonacci numbers [14],[15],
[16] Fa(n =0, £1, £2, +3, ....) are given by the
recurrence relation

Fon=Fn1+ Fn2,n>2 (21)
with the initial terms Fo=0, F1 =1

The Tribonacci numbers tx (k =0, 1, 2, 3...)
are the generalization of the Fibonacci
numbers [4] and are defined by the recurrence
relation

t=te1+tkottea k>3 (2.2)
where o=t = O, =1

The Tribonacci negative numbers t« (k = 1, 2,
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where to=t1= 0, th=1

Tribonacci numbers ty (k =0, £ 1, +2,£3...)
are generated by the recurrence relations (2.2)
and (2.3) as given in Table 1.

- . t,

The limit a=Im ,,  —

k-1
Tribonacci constant and is the one and only
real root of the equation x3 — x?- x- 1 = 0. The
value of a = 1.83928675. Tribonacci numbers
t« and the Tribonacci constant o both play an
important role in the construction of

Tribonacci coding theory.

exists called

In [13] the authors define the Tribonacci
matrix T of order 3 as

111 t, t,+t, t,
T=1 0 0|=|t, t+t, t | (24)
010 t, ty+t, t,

Such thatdet T=1

The inverse of T is defined as

0O 1 O
T'=|/0 0 1
1 -1 -1 (2.5)
2 2
tt-t.t, tt, —tt, th-t,t,
tlz _totz tots _t1t2 t22 _t1t3

2 2 2
3....) satisfies the recurrence relation ol P14~ ol GG Ll Bt~

tk+1 tk+2

tk = 2.3) Such thatdet T* =det T =1.

tk tk+l

K-10 -9 8 -7 6 -5-4-3-2-101234567 8 9 10

T« 75 -8 4 1-3 2 0-1 10011247 13 24 4481

Table 1. Tribonacci numbers tx
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Also,
2 21 t, t,+t, t,
T?=11 1 1|=|t; t,+t t,| (2.6)
1 00 t, t+t,

Such that det T2=1

and

t12 _totz tota _tltz t§ _t1t3
tzz _tlt3 t1t4 _t2t3 t32 _t2t4
th+tt —t2 -ttt —th, —tt, b+t~ -t
(2.7)

Such that det T2 =1.

Tk =
tk2—1 _tk—Ztk

tk2 _tk—ltk+l

tk—ztk+1 _tk—ltk

tk—ltk+2 _tktk+l
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The following theorems are proved by
induction in [13].

Theorem 2.1
1 11
fT=|1 0 O
010

., te,+te Gy
Tk= t t, +t,., t, (2.8)
t, tLutho, Gy

Theorem 2.2
111
fT=(1 0 O
010

tk2 _tk—ltk+l

tIf+l _tktk+2 (29)

t it Hhoty _tkz -t it tkz 4 — ot —toati, Gl +t b, _tk2+1 —t bt

Properties of Tribonacci matrix are

1 Tszk—l+Tk—2+Tk—3

2 TKTE=TiTk=Tkt(k t=0,£1, £2,
+3....)

S detTH=1.

I11. NEW DIGITAL SIGNATURE SCHEME

In this section a new digital signature scheme
based on factoring and Tribonacci matrices is
proposed. The initial message is represented in
the form of a square matrix of order 3 and the
modulus n is selected such that the
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determinant of the matrix and modulus n are
relatively prime. Then, N = (p3-1) (g®1) is
calculated which gives the number of matrices
relatively prime to n which is similar to @(n) =
(p-1) (g-1) in RSA. Tribonacci matrix T is
taken as the signature matrix and the inverse
Tribonacci matrix T* as the verification
matrix. The scheme involves the following
steps:

Key generation

1. Randomly select two large primes p, g
and compute the modulus n = p.q.
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2. Calculate N = (p*1) (g*1) which
gives the number of matrices that are
relatively prime to n.

3. Select random integer e, 1< e < N such
that e and N are relatively prime ie.
gcd(e, N) =1.

4. Compute d =elmod N where 1 <d <
N and ed=1 mod N.

5. Public and private keys are now e and
d respectively.

Signature generation

1. Represent the message M in the form
of a square matrix of order 3 as

a1 a‘2 a3
M= |a, a &
a, a; a,

with all the elements under mod n
where n = pg and the determinant of
M is relatively prime to n, i.e. gcd
(M|, n) = 1.

2. Compute a = T¥, k being a secret key
and T being the Tribonacci matrix.

3. Compute the Signature S = MY mod
n.o.

4. Signature is now (S, o)

C1tk-¢-2 +C2tk+1 + CStk
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Signature Verification

1. Compute ot
2. Verify V=[Sa*]*mod n =M mod n.

Let us Suppose

1 2 a3

Mi= |a, a; a,
7 8 a9 a
Cl C2 C3 ]

= |¢, C C
C; Cg G

Signature S = M0,

= MY Tk
Cl CZ C3 tk+2 tk+l +tk tk+1
=1C G5 GCg ts t, +t t,
C,

CB c9 tk tk—l +tk—2 tk—l

Ci(tyy +t) +Co(t, +t ) +cy(t, +t,,) Ct +Ct +Coty

=| Ctiy +Cstyy TGt Cu(ty +t ) +Cs(t +t ) +Ce(ty +1,)  Cuty +Cst +Cet

Crlio +Cety +Cot  Cr(ty +1 ) +Co(t +t, ) +Co(tyy +8,5) Ctyy +Cat, +Coty

Si1 S Si3
=[S Sy Sy (3.1)

S3l s32 S33
where

s11= Gy, +Coty +Cot, (3.2)

S12= € (t,, +1 ) +Cy(t +t ) +C(t , +t )
(3.3
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s13= Gty +Cot +Coty (3.4)
5212 Cityp+Cetisy +Coly (3.5)

S22 = ¢, (ty.; +t ) +Cs (b +t ) +Co (L +L ) (3.6)

So3 = C4tk+1 + C5tk + C6tk—l (37)
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S32 = Verification
G (tk+l +tk) +Gg (tk +tk—1) +GCy (tk—l +tk—2) V= [Sa-l]e mod n
(3.9)
= [S(T))* mod n = [ST*]® mod n.
33 = C,t ., +Cgt, +Ct, (3.10)
Siu S Sy t|<2—1 _tk—ztk tk—ztk+1 _tk—ltk tz _tk 1tk+1
S;1 Sy Sy tlf _tk—ltk+1 tk—ltk+2 _tktk+l tk+l tktk+2

2 2 2
Sai Sz Saz |\ Tkl tholin — U —tgty Lo+t =t by —toot, G, Hhote, —to —Gt,

2
Vii, Vi Vg3 te ot Hhob — L b)) (3.18)
=1 Vo Vp  Vpg (3.11)

Va2 = Sa1(ty oty =t gty ) + ssat b o — bty
V31 V32 V33

where )+ saa( b +bebes —tate, —tol2) (3.29)
vin= su (b —t ot )+ s (8 —t b, )+ Vas= Sar(ty =t jtp) + sty — bty )+ s
s13 (b Thoben —t —taty)  (312) tlio et —toa b)) (320)
viz = su(t b —t t) + st _t., —tt Now calculating vi1
we have

)+ 513(tk2 b — bt —teati, (313)
Ve = (Gt +Cot g +Coty )(tk2—1 -t o)+
Vis = sua(ty —t it ) + saa(te,y —tete, )+
, (C (G +1) +Co (G +t ) +C (L +1,))
sua(Gt,, +4 o — G —tt,)  (314)
(tk2 =t ali) + (Cly g Gt +City )
var= so1 (b —t ot )+ s2 (1 —t ity 1)+
) (tk—ltk+l +tk—2tk+1 _tk2 _tk—ltk )
523 (Y gt Hhoben =t —t ) (3.15)
=Cc1.1+¢C.0+c3.0=¢;
Voo =Sp(t, Lt . —1t .t )+sxn(t t .. —tt
2 = sl lea =) * sa(bbe, ~hilies using the fact that det T* =1
) +sas(ty +tt .y —t i, —T oty )(3.16) Similarly, we get

Vo3 = 521(t b))+ Szz(tk+1 oo )+ saa( V12 = C2, V13 = C3, V21= C4, V22 = Cs, V23 = Cs,

) V31 = C7, V32 = Cgand Viz = Cy,
tktk+2 +tk—1tk+2 _tk+1 _tktk+1) (3-17)
Now,

Var= Sa1 (5 — b ot )+ S32 (6 — b 4ty )+ saa(
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o

a1 a2 a3
a, a; a,
Ei? a8 a9

=(M%® =M mod n.
IV. SIMPLE EXAMPLE

Let us take a simple example to illustrate the
proposed digital signature scheme. Suppose
the message “DIGITAL SIGNATURES” is to
be digitally signed. Assigning each letter with
its position in the English alphabets as A =1, B
=2 and o) on, we get M=
4979201121997141202118519. Representing
the message in the form of a square matrix M
of order 3 X 3, we get

49 79 201
M=[121 997 141
202 118 519

We select prime’s p and q such that the
determinant of M is relatively prime to n.
Then, we perform the following steps.

Key generation
Let us take p = 31, q = 37 so that
n=p.q=1147
N = (p*-1) (o*-1) = {(31)*-1) (37)°-1}

= 1508923080.
We select public key, e = 3127 such that
1 <3127 < 1508923080 and

ged (3127, 1508923080) = 1.
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Then, private key is computed as
d =(3127) mod 1508923080 = 129274223.
Signature generation

First, we check that determinant of message M
is relatively prime to n.

49 79 201
Here, M| = [121 997 141|=-15781914
202 118 519
and gcd (15781914, 1147) =1
Let k = 4 be secret key,
7 6 4
Computinga=T*= |4 3 2| and
2 21
-1 2 0
at=T*=10 -1 2
|2 -2 -3

The values of T*and T-*are computed by using
the relations (2.8) and (2.9)

Signature S = MYmod n. a

1292742223

49 79 201
=1121 997 141
202 118 519

mod 1147 x

N B N
N W O
P N b

4767 4189 2617
= 4226 3445 2233
9381 8018 5244

Signature is now (S, o)
Signature Verification

V=[S.a'®*modn =
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3127

47467 4189 2617|-1 2 O
4226 3445 2233| 0 -1 2 mod 1147
9381 8018 5244| 2 -2 -3

17

467 111 527
=| 240 541 191| mod1147
1107 256 304

49 79 201
=(121 997 141| = M
202 118 519

V. PERFORMANCE EVALUATION

The following notation is used to analyse the
performance of the proposed scheme

Taa  time for modular addition

Tonu time for modular multiplication
Texp  time for modular exponentiation
Tsig time for signature

Tver time for verification

Computation  of each signature and
verification consists in calculation of 9
elements S11, S12, S13, S21, S22, S23, S31, S32, S33 and
Vi1, Viz, Vi3, Va1, Va2, V23, Va1, Va2 and Vass
respectively of the matrix which requires
simple modular additions, exponentiations and
matrix multiplications. The Signer needs 27
modular multiplications and 18 modular
additions along with modular exponentiation
time complexity to create a signature on any
message M. The Signature validation verifier
also needs the same computations for verifying
the signature. Hence, we have

From equations 3.2 t0 3.10 and 3.12to 2.20

Tsig = 27Tmu| + 18Tadd + Texp (41)
Tver = 27Tmu + 18Taga + Texp (42)

VI. CONCLUSION
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In this paper, we presented a new Signature
scheme based on factoring and Tribonacci
matrices. Use of Tribonacci matrices increases
the security of the scheme. For this, the
message is also represented in the form of a
square matrix of order 3. Computation using
matrices reduces the key sizes and storage
space without compromising the security.
Also, the performance evaluation shows that
the algorithm requires only simple modular
additions and multiplications without any
complex operations. Hence, the proposed
scheme is more efficient than the existing
schemes.
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