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Abstract—The

digital color images are the most
important types of data is now circulating on the
Internet, so the protection and security of the image
transition has the top priorities of the computer experts.
Many researcher had developed diffident techniques to
increase the security of image transmission and most of
these techniques suffer from the slow of the encryption decryption process , In this paper we will produce a
classification of the most popular encryption-decryption
techniques and suggest the most efficient one, the
suggestion will based in many factors such as speedup,
throughput,
encryption-decryption error and the
hacking factor.
Keywords: Encryption, decryption, speedup, throughput,
hacking.
I.

INTRODUCTION

Encryption is defined as the conversion of plain
message(matrix which represents digital color image) into a
form called a cipher text that cannot be read by any people
without decrypting the encrypted text [15]. Decryption is the
reverse process of encryption which is the process of
converting the encrypted text into its original plain text, so
that it can be
read [15] . Color image encryption is to be done before
transition the image and it has to be done securely over the
network so that no unauthorized user can able to decrypt the
image. Image encryption, video encryption, chaos based
encryption have applications in many fields including the
internet communication, transmission, medical imaging
.Tele-medicine and military Communication, etc. The
evolution of encryption is moving towards a future of
endless possibilities. The image data have special properties
such as bulk capability, high redundancy and high
correlation among the pixels. Encryption techniques are
very useful tools to protect secret information[3].
Encryption of data [16] has become an important way to
protect data resources especially on the internet, intranets
and extranets. Encryption is the process of applying special
mathematical algorithms and keys to transform digital data
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into cipher code before they are transmitted and decryption
involves the application of mathematical algorithms and
keys to get back the original data from cipher code. The
main goal of security management is to provide
authentication of users, integrity, accuracy and safety of data
resources[16 ].
II.

RELATED WORKS

Guodong Ye [9] have presented an efficient image
encryption algorithm using double logistic maps, in which
the digital matrix of the image is confused from row and
column respectively. Confusion effect is carried out by the
substitution stage and Chens system is employed to diffuse
the gray value distribution. Haojiang Gao et al. [5] have
presented an algorithm presented a Nonlinear Chaotic
Algorithm (NCA) by using power and tangent functions
instead of linear function. The encryption algorithm is a
one-time-one-password system and is more secure than the
DES algorithm. Jawahar Thakur et al. [17] presented a
comparison between symmetric key algorithms such as
DES, AES, and Blowfish. The parameters such as speed,
block size, and key size are considered to evaluate the
performance when different data loads are used. Blowfish
has a better performance than other encryption algorithms
and AES showed poor performance results compared to
other algorithms due to more processing power.
Khaled Loukhaoukha et al. [9] introduced an image
encryption algorithm based on Rubik’s cube principle. The
original image is scrambled using the principle of Rubik’s
cube and then XOR operator is applied to rows and columns
of the scrambled image using two secret keys. Liu Hongjun
et al. [18] designed a stream-cipher algorithm based on onetime keys and robust chaotic maps. The method uses a
piecewise linear chaotic map as the generator of a pseudorandom key stream sequence.
M. Zeghid et al. [19]analyzed the AES algorithm, and added
a key stream generator (A5/1, W7) to AES to ensure
improved encryption performance mainly for the images.
The method overcomes the problem of textured zones
existing in other known encryption algorithms. Maniccam el
al. [20] presented a method for image and video encryption
and the encryption methods are based on the SCAN
methodology. The image encryption is performed by
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SCAN-based permutation of pixels and a substitution rule
which together form an iterated product cipher. The pixel
rearrangement is done by scanning keys and the pixel values
are changed by substitution mechanism. Figure 1 shows the
basic SCAN patterns used in [16]. Mohammad Ali el al.
[21] introduced a block-based transformation algorithm
based on the combination of image transformation and the
Blowfish algorithm. The algorithm resulted in the best
performance by the lowest correlation and the highest
entropy. The characteristics of AES are its security and
resistance against attacks and the major characteristic of
RC4 algorithm is its speed [11]. A hybrid cipher by
combining the characteristics of AES and RC4 is developed
and 20% improvement in speed is achieved when compared
to the original AES and a higher security compared to the
original RC4 [13].
Rizvi et al. [12] analyzed the security issues of two
symmetric cryptographic algorithms Blowfish and CAST
algorithm and then compared the efficiency for encrypting
text, image, and audio with the AES algorithm across
different widely used Operating Systems. For text data, all
algorithms run faster on Windows XP but Blowfish is the
most efficient and CAST run slower than AES. Blowfish
encrypts images most efficiently on all the three platforms.
For audio files, CAST performs better than Blowfish and
AES on Windows XP but on Windows Vista and Windows
7, there is no significant difference in the performance of
CAST and AES; however, Blowfish encrypts audio files at
less speed.
Sanfu Wang et al. [21] presented an image scrambling
method based on folding transform to folding matrix which
is orthogonal and enables to fold images either up-down or
left-right. When an image is folded this way repeatedly, it
becomes scrambled. The scrambling algorithm has an
effective hiding ability with small computation burdens as
well as wide adaptability to images with different scales.
Sathishkumar G.A et al. [14] presented a pixel shuffling,
base 64 encoding based algorithm which is a combination of
block permutation, pixel permutation, and value
transformation. The crypto system uses a simple chaotic
map for key generation and a logistic map was used to
generate a pseudo random bit sequence. The total key length
is 512 bits for each round and the key space is
approximately 2512 for ten rounds. Shao Liping et al. [4]
proposed a scrambling algorithm based on random shuffling
strategy which could scramble non equilateral images and
has a low cost to build coordinate shifting path. The
algorithm is based on permuting pixel coordinates and it
could be used to scramble or recover image in real time.
T.Sivakumar , and R.Venkatesan [4] proposed a novel
image encryption approach using matrix reordering this
approach was tested and some comparisons with other
techniques were done.
Ziad A. Alqadi and others in[1] and [2] have presented a
technique using direct and inverse conversions to convert a
color image to gray image and vice versa, this technique can
be useful to be used in color image encryption decryption.
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III.

PROPPED METHODS

A.
First method(proposed 1):Using each of the
components of the color image
This method for encryption can be implemented in the
following steps:
1. Get the original color image.
2. Extract the red, green, and blue matrices from the
original color image(each of them is 2 dimensional
matrix),
3. Reshape each matrix in step 2 to square matrix.
4. Generate one random square matrix for each
component to be used as a private key.
5. Encrypt each component by applying matrix
multiplication of the matrix component and it's
private key.
6. Reshape each encrypted matrix to it's original size.
7. Form the encrypted color image.
The decryption phase can by implemented applying the
following steps:
1. Get the decrypted color image.
2. Extract the red, green, and blue matrices from the
original color image(each of them is 2 dimensional
matrix),
3. Reshape each matrix in step 2 to square matrix.
4. Use each private key
5. Decrypt each component by applying matrix
multiplication of the matrix component and the
inverse it's private key.
6. Reshape each decrypted matrix to it's original size.
7. Form the decrypted color image.
The following matlab code was written to implement this
method
clear all
close all
a=imread('C:\Users\User\Desktop\flower-colorcombinations.jpg');
subplot(2,2,1)
imshow(a), title 'Original image'
subplot(2,2,2)
imhist(a(:,:,1)), title 'Red component histogram'
subplot(2,2,3)
imhist(a(:,:,2)), title 'Green component histogram'
subplot(2,2,4)
imhist(a(:,:,3)), title 'Blue component histogram'
tic
b1=a(:,:,1);
b2=a(:,:,2);
b3=a(:,:,3);
b1=reshape(b1,200*300,1);
b2=reshape(b2,200*300,1);
b3=reshape(b3,200*300,1);
for i=60001:60025
b1(i,1)=0;
b2(i,1)=0;
b3(i,1)=0;
end
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c1=reshape(b1,245,245);
c2=reshape(b2,245,245);
c3=reshape(b3,245,245);
k1=rand(245,245);
k2=rand(245,245);
k3=rand(245,245);
c1=double(c1);
c2=double(c2);
c3=double(c3);
e1=c1*k1;
e2=c2*k2;
e3=c3*k3;
toc
tic
d1=e1*inv(k1);
d2=e2*inv(k2);
d3=e3*inv(k3);
d11=reshape(d1,245*245,1);
d12=reshape(d2,245*245,1);
d13=reshape(d3,245*245,1);
for i=1:60000
d21(i,1)=d11(i,1);
d22(i,1)=d12(i,1);
d23(i,1)=d13(i,1);
end
d31=uint8(d21);
d32=uint8(d22);
d33=uint8(d23);
d41=reshape(d31,200,300);
d42=reshape(d32,200,300);
d43=reshape(d33,200,300);
d4(:,:,1)=d41;
d4(:,:,2)=d42;
d4(:,:,3)=d43;
toc
figure
subplot(2,2,1)
imshow(d4), title 'Decrypted image'
subplot(2,2,2)
imhist(d4(:,:,1)), title 'Decrypted red component histogram'
subplot(2,2,3)
imhist(d4(:,:,2)), title 'Decrypted green component
histogram'
subplot(2,2,4)
imhist(d4(:,:,3)), title 'Decrypted blue component histogram'
B.
Second method(proposed 1):Converting color
image to 2 dimensional matrix
The encryption phase here is consisted of the following
steps:
1.
2.
3.
4.

Get the original digital color image as a 3
dimensional matrix(m).
Reshape m into 1 column matrix(r).
Get the size of r (s).
If s is a square number proceed to step 6.
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5.

Find the nearest square number to s and adjust s to
this number, adjust r by padding zeros.
6. Reshape r to square matrix (r1).
7. Generate a double random square matrix with size
equal r1 size, this matrix will be used as a private
key for encryption-decryption (k).
8. Save k to be used in the decryption phase.
9. Get the encrypted image (e ) by applying matrix
multiplication of r1 and k.
10. Reshape e into 1 column matrix (e1).
11. Omit the padded zeros from e1.
12. Reshape e1 into 3 dimensional matrix to get the
encrypted color image.
The decryption phase can be implemented applying the
following steps:
1. Get the encrypted digital color image as a 3
dimensional matrix(en1).
2. Reshape en into 1 column matrix(en2).
3. Get the size of en2 (s).
4. If s is a square number proceed to step 6.
5. Find the nearest square number to s and adjust s to
this number, adjust en2 by padding zeros.
6. Reshape en2 to square matrix (en3).
7. Use the private key k.
8. Get the decrypted image (di ) by applying matrix
multiplication of r1 and the inverse of k.
9. Reshape di into 1 column matrix (di1).
10. Omit the padded zeros from di1.
11. Reshape di1 into 3 dimensional matrix to get the
decrypted original color image.
The following matlab code was written to implement this
method
clear all
close all
a=imread('C:\Users\User\Desktop\flower-colorcombinations.jpg');
subplot(2,2,1)
imshow(a), title 'Original image'
subplot(2,2,2)
imhist(a(:,:,1)), title 'Red component histogram'
subplot(2,2,3)
imhist(a(:,:,2)), title 'Green component histogram'
subplot(2,2,4)
imhist(a(:,:,3)), title 'Blue component histogram'
tic
b=reshape(a,200*300*3,1);
for i=180001:180625
b(i,1)=0;
end
c=reshape(b,425,425);
k=rand(425,425);
c=double(c);
e=c*k;
toc
tic
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d=e*inv(k);
d1=reshape(d,425*425,1);
for i=1:180000
d2(i,1)=d1(i,1);
end
d3=uint8(d2);
d4=reshape(d3,200,300,3);
toc
figure
subplot(2,2,1)
imshow(d4), title 'Decrypted image'
subplot(2,2,2)
imhist(d4(:,:,1)), title 'Decrypted red component histogram'
subplot(2,2,3)
imhist(d4(:,:,2)), title 'Decrypted green component
histogram'
subplot(2,2,4)
imhist(d4(:,:,3)), title 'Decrypted blue component histogram'
C.
Third method(proposed
image to Gray image

1):Converting

color

This method can be implemented as first method but the
color image is is to converted to gray image using direct
conversion proposed by the author in [1], then the gray
image can be encrypted as in method 1, after that the
encrypted gray image can be decrypted and converted to
color image using the inverse conversion mentioned in[1].
IV.

EXPERIMENTAL RESULTS
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Private key is a 2 dimensional matrix with a huge
size.
Each element in the private key is a random double
number which make it impossible to guess.
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Figure 1: sample of the original color image
The encryption and decryption times were calculated and
compared with other methods mentioned in the related
works, these results are listed in table 1. The speedup was
calculated by dividing the total time of the method by the
total time of proposed 1( which was taken as a reference
because it has the best efficiency).
The throughput was calculated by dividing the color image
size by the total time.
For clarity we can represent the data in table 1 by figure 3
and 4.
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The proposed methods were implemented several times
using different color images with different sizes and the
results always give a correlation coefficient equal 1 between
the original image and the decrypted one, which means that
the methods are 100% correct and do not lead to any
damage of information, figure 1 and 2 show the original
image and the decrypted one with the histogram of each
component of the color image.
The proposed method are also very secure and it is
implausible to hack the image because the private key has
the following features:
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Figure 2:Decrypted color image.
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Table 1: Comparisons results
Metho
d

Direct
conver
sion
time(s)

Invers
e
conver
sion
time(s
)

Encry
ption
time(s)

Decry
ption
time(s)

Tot
al
time
(s)

Spee
d up

Throu
gh
put(M
B/s)

Propos
ed 1

0

0

0.0062
07

0.0677
98

0.07
40

1

21.25
49

Propos
ed 2

0

0

0.0279
85

0.1563
11

0.18
43

2.49
05

8.534
3

Ref[1]
HSI

0.078

0.032

0.0203
2

0.0254
1

0.15
57

2.10
41

10.10
19

REF[
1
]R’G’
B’

0.015

0.015

0.0203
2

0.0254
1

0.07
57

1.02
30

20.77
76

Ref.[4]

0

0

0.23

0.23

0.46

6.21
62

3.419
3

Ref.[5]

0

0

0.5

0.5

1.0

13.5
135

1.572
9

Ref.[6]

0

0

0.12

0.12

0.24

3.24
32

6.553
6

Ref.[7]
, (A-I)

0

0

0.56

0.56

1.12

15.1
351

1.404
3

Ref.[7]
,(A-II)

0

0

1.01

1.01

2.02

27.2
973

0.778
6

Ref.[8]

0

0

0.4

0.4

0.8

10.8
108

1.966
1

Figure 4: Speedup of the method reference to proposal 1

From the above results we can see that the proposal method
1 has the best efficiency.
V.

CONCLUSIONS

A methods of encryption-decryption of color image were
proposed and a survey analysis was done and it was shown
that proposed 1 method has the best performance because it
characterized with following features:
 Best speed in encryption phase.
 Best speed in decryption phase.
 Best throughput.
 No any damage of information.
 Impossible to hack.
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