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Abstract— We will discuss the foundation of general security 

awareness for home and small business owners by looking at how 

creating and enforcing appropriate policy results in successful 

information security.  There will be a review of general security 

awareness and a look at the importance of and aspects of 

planning and policy considerations. Then basic techniques used 

to create effective policy will be discussed.  Finally, a basic 

foundation for creating and implementing policy in a Small 

Office or Home Office (SOHO) will be built along with some 

practical steps from implementation.  
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I.  INTRODUCTION 

What do you do when you discover that one of your 
employees has been running an Internet business on their 
supplied workstation at their desk?  Are you legally allowed to 
do anything about it?  How about the employee on your 
restaurant staff that like to update all their Facebook friends on 
the newest secret recipe that is being served?  What do you do 
and what can you do?   These questions should not be hard to 
answer.  If you find yourself searching for the harshest 
punishment options in the moment of learning about such 
actions then you probably are not prepared to handle the 
situation and you may not be able to take extreme action such 
as reprimand and termination.  If an employee likes to copy all 
the current projects to their flash drive and take them home 
every night with the best intentions to get a little extra work in 
and the bag with the flash drive in it is stolen, what can you do?  
Some of these examples seem extreme, but are realistic.  These 
are also situations that could have potentially been avoided by 
established guidelines by which all your employees abide.  
Many of these situations are a risk to your information and 
need to be addressed before something as severe as all your 
client files are lost or your restraint is shut down because your 
secret recipes were shared with the world due to ignorance or 
lack of awareness of an employee.  Now is the time to act so 
that you are prepared and your information is kept secure.  
Information security is about maintaining a balance between 
securing your information and keeping it accurate while 
making it accessible to those that are authorized to use it [1].  
Previous research work by these authors, SOHO: Information 
Security Awareness, was to bring awareness of general threats 

and vulnerabilities that small business and home office 
networks face and suggest practical steps of where to begin 
with information security. Another research work by these 
authors, SOHO: Information Security Awareness 2, built upon 
the foundation of general security awareness and looked deeper 
into ways to protect against social engineering, viruses, 
spyware, and other malicious code and focused on some of the 
threats to your computer system‘s security and discussed 
protecting your information as well as recommended steps to 
aid in recovery.  Another research work, SOHO: Information 
Security Awareness 3 showed the importance of thinking ahead 
and planning for events that may penetrate through all your 
layers of prevention and disrupt your operations. All the 
techniques and strategies to protect your information that has 
been covered in previous research by these authors can all be 
combined and be managed with the use of effective policy, 
which is the topic of this paper.  This paper will take a look at 
how the creation and enforcement of appropriate policy affects 
successful Information Security starting with a basic review of 
Information Security.  

II. INFORMATION SECURITY REVIEW 

First, take a look at what Information Security is.  Many 
may think it is having an antivirus program installed on their 
personal computer.  Even though that is one very small and 
important way to help secure your information, Information 
Security is much more involved and complex.  Information 
Security encompasses a broad concept that applies to every bit 
of information used by an individual or organization, whether 
digital or physical, classified or public.  ―The main goals of 
information security are Confidentiality, Integrity and 
Availability [2].‖  This simply means that information needs to 
be easily accessed by the people that should have access to it 
and the information needs to be accurate.  This is commonly 
known in the information security field as the CIA triangle 
which is visually represented and summarized in Figure 1 
below. 
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Figure 1.  CIA Triangle 

 

Every home office and organization is going to have its 
own unique situation in regards to the types of information and 
the laws and regulations and responsibilities associated with 
maintaining the security of that information.  Sometimes it may 
be easy to maintain confidentiality, integrity and availability, 
and in other cases it may be extremely difficult.  It is about 
finding the balance of these areas that creates success.  ―The 
goal of a resilient organization is to continue mission essential 
functions at all times during any type of disruption [3].‖  It is 
the creation of effective policy that is going to be the 
foundation of a successful Information Security strategy.  
Before jumping into policy, the larger picture must be 
understood. 

III. GOVERNANCE 

Creating Information Security policy is a critical step in the 
larger picture of governance.   ―Information Security policy is 
an essential component of Information Security governance—
without the policy, governance has no substance and rules to 
enforce [4].‖  According to NIST document SP 800-100, which 
is where much of the information in this paper was retrieved 
from, Governance involves  ―… establishing and maintaining a 
framework and supporting management structure and processes 
to provide assurance that Information Security strategies are 
aligned with and support business objectives, are consistent 
with applicable laws and regulations through adherence to 
policies and internal controls, and provide assignment of 
responsibility, all in an effort to manage risk [4].‖  To restate 
this in simple terms, governance is the process of making sure 
things are secure and making sure the things people do, the 
technology that is put in place, and the actions of management 
are legal and abide by policies that support the vision and 
atmosphere desired by upper management. 

IV. POLICY 

Take your shoes off at the door. Wash your hands before 
you eat. Do not watch TV two hours before bed. Sync the 

photos folder with the external hard drive in the safe every time 
new photos are uploaded to the folder. Create passwords with 
at least eight characters. No personal activity on business 
equipment.  These are all examples of policy. Some are simple 
rules that children may have to abide by.  Others may be used 
in a home or small office setting.  In a home setting, these rules 
are put in place to accomplish a general objective; usually the 
purpose is to keep family and information safe, such as family 
photos in the example above. In the workplace, an organization 
will create an atmosphere that encourages or discourages 
certain behavior whether realizing it or not.  This behavior is 
going to either open the organization to additional threats or 
help to prevent incidents.  Policy that is developed and 
implemented correctly is going to shape an entire organization 
and influence the people, technology used to mitigate incidents 
and even play a role in influencing the environment as 
represented in Figure 2 below. 

 
Figure 2.  Effective Policy 

A. Information Security Policy 

There are many areas that policies can cover, this paper will 
focus on Information Security policy directed specifically at 
actions and procedures that affect organizational information 
security.  ―Information security policy is an aggregate of 
directives, rules, and practices that prescribes how an 
organization manages, protects, and distributes information 
[4].‖   This could include acceptable use, unacceptable use, and 
even procedures for storing, backing up and recovering 
information.  According to NIST, information security policy 
should include information on which roles are responsible for 
certain tasks, information about baseline standards for security 
controls, and behavior guidelines for employees and the 
consequences for not complying with the policies [4].  ―It is 
thought that the root cause of 80% of security incidents could 
be avoided by ‗doing the basics well [5].‘‖  Policy is something 
basic that, with proper development and maintenance, can be 
done well and have greater impact on the security of your 
information more than any available anti-virus software ever 
developed.  Some believe that ―Organizations can reduce the 
risks to their business by building up capabilities in three 
critical areas – prevention, detection and response [6].‖   
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Table 1 below shows how developing specific goals and 
establish policies in each of these areas are applied to 
Management and Organization, Processes and Technology. 

 

Table 1.  How developing specific goals and establishing 
policies in Prevention, Detection, and Response are applied to 
Management Process and Technology [6] 

B. Education 

While the process of education may seem like a simple 

one, it can be a challenge to ensure that everyone has not only 

seen the developed policy but also understands is and agrees 

to it [7].  Security awareness can positively influence the 

attitudes of employees towards policy compliance.  ―Many 

users can pose a challenge to an organization in that they 

could be ignorant, make mistakes, and just cause deliberate 

acts against the information systems [8].‖  Education is one of 

the most important parts of an information security policy.  

The importance of achieving goals and the importance of 

training as a countermeasure is paramount.  It is a way to show 

your employees the information they need to do their jobs.  

Training programs will ensure that employees have the 

information and resources to properly use and protect the 

information systems that they use every day.  It also is a way 

to show the responsibilities of the various people working with 

the information systems and how they should use them.  It is 

also shown that companies that have trained their employees 

have had a higher rate of success [4]. 

C. Enforcing 

Consider the situation that you are a small business owner 

with a handful of employees that each has their own computer 

systems in their work spaces.  Over a period of time, you 

become suspicious that two of your employees are 

consistently using their computers for personal business.  You 

haven‘t said anything to them and there is no policy in place 

that specifically says that they are not allowed to, but you 

assume that everyone knows that using work resources for 

personal business is not okay.  You have known about 

employee X for a long time now and a new employee Y has 

started doing something similar to employee X over the last 

few months.  This is when you decide a policy must be 

created. However, you get busy and forget to send it out. The 

next day you see employee Y doing some more personal work.  

You decide to say something to employee Y because they are 

taking things a little too far and you could tolerate the amount 

that employee X was doing.  If employee Y refuses to stop 

their activity, are you allowed to fire them for their actions?  

They get their work done.  They are not breaking any laws.  If 

you fire them on the grounds of using work resources for 

personal use, which is against policy.  Can they sue you and 

the company for their termination?  There are many more 

legal factors involved in this case than the scope of our 

research will cover, but from the angle of policy, they could 

sue.  A company must have in place a solid policy with no 

gaps that allow undesired behavior to slip through.  Regarding 

policy compliance, we may think that people either obey it or 

not and we must make the consequences clear to intimidate 

compliance.   In an article called ―Information systems 

security policy compliance: An empirical study of the effects 

of socialization, influence, and cognition,‖ Princely Ifinedo 

studies the relation of compliance to policy and the social 

relationships and environment and the general knowledge of 

security awareness in general.  ―Data from a survey of 

business managers and IS professionals confirmed that social 

bonds that are formed at work largely influence attitudes 

towards compliance and subjective norms, with both 

constructs positively affecting employees‘ ISSP compliance 

[9].‖  He found that social relationships formed in the 

workplace positively affected the compliance to security 

policy by employees.  He refers to these as socio-

organizational factors and says that it influences the attitude of 

employees in turn influencing their compliance.   While the 

article dives into the hypothesis and raw data, the summary of 

these findings is impactful and should influence how we 

develop policy and be strategic in encouraging compliance.  

 
―Our findings showed that the proposed factors indeed 

affect ISSP compliance in organizations. To a large degree, 

the study‘s results indicated that socio-organizational 

factors affect individuals‘ attitudes towards ISSP 

compliance and subjective norms, which in turn affect ISSP 

compliance behavioral intentions.   In addition, social 

influence and individuals‘ perceptions of their control and 

competence with regard to IS security issues have a 

positive effect on ISSP compliance behaviors.  By focusing 

on the constructs considered in this study, knowledge of 

ISSP compliance is augmented and diversified [9].‖ 

 

This information shows that setting a good balance between 

comprehensive policies and having a good working 

relationship with employees is important and can be more 

beneficial than ruling with intimidation, overbearing policy, 

and micromanagement. This can often allow them to see that 

the manager can put some trust in them and can give them 

some freedom within acceptable guidelines and help create a 

positive atmosphere. 

D. Maintaining 

Creating a policy and educating others how to comply with 
it is only effective if the policy remains up-to-date. ―Some 
attempts fail because there is a lack of management support, 
some attempts fail because there is no enforcement, and others 
fail because of a lack of experience.  But the most common 
problem is neglecting the security program once it is 
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implemented [10].‖  The world of technology, as we all know, 
is a fast paced one with things constantly changing and old 
ways becoming obsolete sometimes before we even fully 
understand them. ―…effective cyber security policy and 
strategy should be based on continuous learning and 
improvement [6].‖  Because of these changes security 
professionals need to constantly learn new ways, learn about 
new threats and adapt current policy to apply to this ever 
changing world.  It is suggested that ―To ensure that 
information security does not become obsolete, agencies 
should implement a policy review and revision cycle [4].‖  In 
order for a security program to be effective, there are suggested 
actions to take regarding policy, and as mentioned above, this 
involves a continuous cycle of ―review of policies and 
procedures, daily administration, and verification audits‖ by 
management and legal counsel [10].  Following this continuous 
cycle ensures that all policies are not just ―maintained,‖ but it 
ensures they are up-to-date and applicable to the current 
environment and situations facing an organization.  

V. PRACTICAL RECOMMENDATIONS 

This document does not cover the topic in enough detail to 

give strategies to find all the threats to your organization, 

determine the best way to handle or prevent them, and write 

effective policy to mitigate all these threats.  What can be 

done is to encourage you to think about the behavior of your 

employees and determine what things are acceptable and 

unacceptable to do with company equipment and what actions 

would threaten the well-being of the organization and its 

information.  Essentially this mean stepping back and looking 

at what you have that may be at risk, whether it‘s your public 

image or classified company files and determining what 

actions, standards, and technologies are acceptable and needed 

and what actions are not acceptable and this in turn will 

become your policies. 

A. Proactive versus Reactive 

When a situation arises that needs a policy to help avoid 

further damage or a repeat occurrence, then it is too late. Start 

before the need arises.  Get the information into the hands of 

your employees before they take a client‘s file home and lose 

it.  Be proactive.  Always be on the offensive looking for new 

issues that need to be addressed.  How should the new 50‖ TV 

in the lobby be used, March madness or live stock market 

information and news that affects the company? 

B. Comprehensive versus vague 

When developing new policies, be thorough and detailed 

versus only covering the minimum information. Don‘t be 

vague when setting rules.  Say ―Facebook, twitter and other 

social networking sites are not permitted to be viewed on 

company computers‖ instead of ―No personal activity is 

allowed on company time.‖ 

 

VI. CONCLUSION 

Policy can involve many areas of a small office and is a key 

aspect of having a successful information security program 

that maintains confidentiality, integrity, and accessibility to an 

organization‘s information.  Policy affects everything, all the 

way down to the workplace environment for employees.  

There are always going to be new systems and areas that need 

to be addressed by the continuous updating via a repeating 

cycle of review and revision.  Start now and be detailed and 

thorough with the creation of policy, educate those that it 

influences, and maintain the cycle while being proactive, 

comprehensive, and keeping things relevant and up-to-date. 
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