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Abstract—The potential for catastrophic cyber attacks that can
cripple the operations of critical infrastructures of nations is
worrying. The consequences of cyber attack to the Supervisory
Control and Data Acquisition (SCADA) systems are wide,
resulting in potentially catastrophic damages and disruption.
This paper proposes for the Critical National Information
Infrastructure (CNII) organizations to comply with the 1SO/IEC
27001:2013 or Information Security Management System
(ISMS), which provides a systematic guidance for the
organization's information security risks management and the
implementation of security controls to reduce such risks to an
acceptable level. The implementation of the ISMS certification in
Malaysia’s CNII will be the case study of this paper. Future
works in this area can be further conducted, which may lead to
the development of critical infrastructure protection (CIP)
programs and the development of risk management frameworks
to counter threats from cyber terrorism attacks for CNII.
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. INTRODUCTION

In this digital age, the concept of cyber terrorism or the use
of cyberspace to carry out terrorist activities has emerged.
Many stakeholders are concerned with terrorists’ attacks
against  their critical infrastructures such as the
telecommunications and power distribution  networks,
transportation systems, and essential public utility services [1],
[2]. Cyber terrorism can be seen as a relevant threat due to its
strong relation with ICT and the cyberspace.

The CNII underlies the nation’s economic, political,
strategic and socio-economic activities [3], [4]. These sectors
such as energy, transportation and information &
communications, now rely heavily on ICT systems to manage
daily operations through Control Systems such as SCADA and
Distributed Control Systems (DCS). These critical systems
require national protection against cyber threats.
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Il.  LITERATURE REVIEW

A. Understanding Cyber Terrorism

Terrorism nowadays may be targeted at computer systems
that control a nation's critical infrastructure services. Denning
[5] defines cyber terrorism as unlawful attacks and threats of
attack against computers, networks and the information stored
therein when done to intimidate or coerce a government or its
people in furtherance of political or social objectives. Mantel
[6] defines cyber terrorism as highly damaging computer
attacks by private individuals designed to generate terror and
fear to achieve political or social goals. Cyber terrorism
involves computer technology use as a weapon or target by
terrorist groups or agents [7].

Based on the discussions above, simple definition of cyber
terrorism is the use of ICT and its means by terrorist groups
and agents to promote extremist or aggressive tendencies,
usually politically motivated which lead to forceful or
catastrophic impact [8], [9], [10], [11]. The perpetrator must
use information systems or other electronic means to launch
cyber attack against CNIIl. The definition above also suggested
that serious attacks against CNII could be acts of cyber
terrorism.

B. Threats to the SCADA Systems

The Critical infrastructure organizations have been using
the SCADA system for gathering real time data, controlling
processes and monitoring equipment from remote locations
[12]. The SCADA systems are used to monitor and control the
delivery of critical services such as power, waste treatment,
nuclear power generation, transportation and water supply.
Previously, the SCADA systems are closed operating
environment (or stand alone systems), however with the
advancement of the internet and the need for connectivity, the
trend for these systems is towards open standards (or
networked architecture). This could be the Ethernet, TCP/IP or
web technologies where vulnerabilities are widely known [13].
The trend of terrorist groups using the cyberspace for their
activities is leading to potential cyber attacks against a
country’s critical infrastructure ICT network and SCADA
systems.
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There is an increasing risk to CNII sectors that rely on these
systems that can be damaged or disrupted by intentional cyber
attacks. Such incidents could potentially have a significant and
potentially overwhelming impact on the national economy,
security and public safety. There were many scenario of cyber
incidents occurring to these sectors such as the cyber attack
that have caused at least one power outage affecting multiple
cities outside the United States [14], installation of
unauthorized software and damaging the computer used to
divert water from the Sacramento River [15], the Brazil
blackout in year 2005 and 2007 [16], the cyber attacks on US
oil industry [17], the Seven Jersey City Heights water mains
break [18] and the Stuxnet worm/Trojan attack [19].

It is also known that the use of off-the-shelf IT systems for
SCADA systems is common. The servers and field devices
may use Ethernet and TCP/IP as the network protocol, with
software and Operating Systems that are widely used by
business systems for easier connections between various
systems resulting in lower operating and maintenance cost.
However, this introduces the control systems to the same cyber
security risk faced by the business network, thus a higher risk
from cyber threats [20]. The interest in SCADA networks
from the hacker community is rising due to the destruction it
can cause to the operation of CNII when disrupted.

Ill.  SECURITY REQUIREMENTS FOR SCADA SYSTEMS

It is important to know security requirements or measures
for ensuring protection of the SCADA systems from cyber
attacks. It is often argued that SCADA system security is
special and different from the traditional information security
or information technology security. This is because of the
environment that the SCADA systems are used within, and the
requirements placed on them.

Stouffer et.al [21] highlighted that the SCADA systems
need cyber security operational strategies. Therefore, they
recommended security countermeasures to mitigate the
associated risks. Due to the many different levels of SCADA
systems, they encouraged to perform a risk-based assessment
on the systems and to tailor the recommended guidelines and
solutions to meet the specific security, business and operational
requirements. Stouffer et al. [21] suggested that securing an
ICS is based on a combination of effective security policies and
properly configured set of security controls that consist of
management, technical and operational controls.

Likewise, Kiuchi and Serizawa [20] argued that security
requirements may need to be tailored to each SCADA system.
There are many emerging security technologies applicable to
this system and many security standards and guidelines are
being adapted to control systems, which can be a guide when
selecting the appropriate and sustainable security requirement.

IV. CASE STUDY: ADOPTION OF ISMS IN MALAYSIA'S CNII

The National Cyber Security Policy of Malaysia is a
holistic approach in providing cyber security to the country’s
CNII. It has outline eight (8) areas of focus called thrusts
covering all aspect of cyber security (Table 1). Under Cyber
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Security Technology Framework (PT3), one of the outlined
action plans is to have information security standards be
implemented in the CNII organizations for certification.

TABLE I. NATIONAL CYBER SECURITY POLICY OF MALAYSIA

PO"%I;“““ Policy Thrust Focus Area

PT1 Effective Governance

PT2 Legislative and Regulatory Framework

PT3 Cyber Security Technology Framework

PT4 Culture of Security and Capacity Building

- Research and Develc_)pment Towards Self-
Reliance

PT6 Compliance and Enforcement

PT7 Cyber Security Emergency Readiness

PT8 International Cooperation

CNIIl organizations that use SCADA system can be
protected from physical or cyber threats by implementing the
ISO/IEC 27001:2013 Standard or ISMS in their respective
organizations. This Standard systematically examines the
organization's information security risk and implement security
controls to reduce such risks to an acceptable level. By
implementing ISMS, attention can be focused on mitigating
risks, defining protective security measures and selecting
control for mitigation strategies of all threats. The ISMS also
requires stakeholders and management commitment to ensure
successful implementation of the standard in the organization.

The proposal for Malaysia’s CNII to be 1SO27001:2013
certified was tabled at the Cabinet Minister Meeting in year
2010. The proposal was accepted and the country’s CNII were
given two (2) years to obtain ISMS certification. The National
Security Council, through the sector leads of the 10 CNIl
sectors, identified about 200 CNII organizations and
CyberSecurity Malaysia assisted in providing the plan for the
certification implementation.

The implementation program was divided into 3 main
phases:

Phase 1. Awareness — The relevant organizations were to
identify teams of officers that responsible in implementing
ISMS within the organization. A schedule was developed to
instill awareness to these teams. Assistance was provided to
identify the critical area within their respective organization for
certification in line with the requirement of the policy in CNII
protection. A few awareness sessions was done and the team
utilized these sessions to seek further clarification on the ISMS,
their term of references as implementers and exchanging
concerns with each other.

The CNIlIs are recommended to implement the necessary
security controls in compliance with the ISMS. The Standard
certification is one of the most used corporate best practices for
ICT security standards, addressing management requirements
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as well as identifying specific control areas for information
security. It provides a comprehensive framework for designing
and implementing a risk-based Information Security
Management System. The requirements and guidance cover
policies and actions that are necessary across the whole range
of information security vulnerabilities and threats.

Phase 2: Training — Following the awareness phase, the
teams attended several training sessions on ISMS.
CyberSecurity Malaysia and the Malaysian Administrative
Modernization and Management Planning Unit (MAMPU)
provide the necessary module to the team to identify area of
certification, setting up the necessary work processes and
implementation of the Standard.

Phase 3: Audit — The final phase is teaching the teams to
audit the implementation of the ISMS in their respective
organization. These sessions focus on the progress of the
implementation and area of improvement that can be done. In
these sessions, the teams provide feedbacks on implementation
issues and together with other team and the facilitator discuss
on the best way forward to overcome those issues.

ISMS has been used by the critical sectors as the baselines
reference and comparison in determining the security
requirements for SCADA systems. Although this standard is
not focused on SCADA systems, it is commonly used security
standard in the electric utility industry [22]. The methods from
this standard are efficiently use for security management in
electric utilities as well as for security assessments of power
distribution operations [23].

ISMS is intended to bring formal specification of
information security under explicit management control. It is a
mandated specific requirement, where organizations can
therefore be formally audited and certified compliant with the
standard.

V. CONCLUSION

CNII organizations have been using the SCADA system to
monitor and control the delivery of critical services. Such
services are crucial to the nation because the destruction or
disruption of these services would significantly affect the
economic strength, image, defense and security, government
capabilities to function, and public health and safety. The
potential for catastrophic terrorist cyber attacks that cripple
critical infrastructure is imminent.

This paper recommends the implementation of ISO/IEC
27002:2013 Standard or ISMS to measure and protect SCADA
systems from cyber terrorism threats and provided a case study
of the Standard implementation in Malaysia. The
implementation provided great significance and value in
protecting organization assets against cyber terrorism.

Malaysia has aggressively pursued the adoption and
certification of 1SO 27001:2013 Standard or ISMS within the
CNII organizations. Within the 2 years given, more than 70%
of these organizations have been ISMS certified.

For future works, there are possible areas that can be
further conducted,
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a) Development of Critical Information Protection
Programs in combating cyber terrorism. This will provide
extra advantage to policy makers and stakeholders to develop
better strategy and policy framework against such threats.

b) Development of risk management framework to
measure and protect SCADA systems from the threat of cyber
terrorism in Malaysia. This reduces the risk of cyber attack
and its impact to CNII, thus providing readiness against cyber
terrorism. The risk management framework assists in
predicting what can happen and the possible consequences,
and recommends remedial action to reduce risk to an
acceptable level.
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